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Emerging Trends:

Sophisticated electrical sensors are already deployed |
homes to help achieve new efficiency and utility goals
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Benefactors:




Research Q:

What private informationis available
from the powerline?
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Answer

Modern TVs leakubstantial informationon the
powerline that Is indicative of thecreen content




Answer

Modern TVs leakubstantial informationon the
powerline that is indicative of thecreen content

Information can be collected usingsangle
sensorinstalled anywhere on power line
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U.S. Video Protection & Privacy Act of 1998 stz
that video viewing recordise kept private

TITLE 18 > PART | > CHAPTER 121 > § 2710

§ 2710. WRONGFUL DISCLOSURE OF VIDEO TAPE
RENTAL OR SALE RECORDS

(a) Definitions.— For purposes of this section—

(1) the term “consumer” means any renter, purchaser, or subscriber of
goods or services from a video tape service provider;

(2) the term “ordinary course of business” means only debt collection
activities, order fulfillment, request processing, and the transfer of
ownership;

(3) the term “personally identifiable information” includes information
which identifies a person as having requested or obtained specific video
materials or services from a video tape service provider; and

(4) the term “video tape service provider’ means any person, engaged in
the business, in or affecting interstate or foreign commerce, of rental, sale,
or delivery of prerecorded video cassette tapes or similar audio visual
materials, or any person or other entity to whom a disclosure is made unde
subparagraph (D) or (E) of subsection (b)(2), but only with respect to the
information contained in the disclosure.
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U.S. Video Protection & Privacy Act of 1998 stat
that video viewing recordise kept private

THREATLEVEL T~

Netflix Spilled Your Brokeback Mountain Secret, Lawsuit
Claims

We hope our work camform future
discourseabout the directions oPowerline
sensing technologies
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Smart Sensor Poweneasurementseveal private
information aboutk 2 Y S 2 4 att&ilNIQ & |
[Markham 2010]concurrentwork also looks at
TVs Greveler2011]

In-line powermeasurement of a PC can reveal
web browsinghabits [Clark 2011]
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